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It is the responsibility of each of the sovereign states of the United States of America, among other things, to regulate businesses and professions. Acting on this responsibility, in House Bill 2833 the legislature of the State of Texas in 2007 amended a statute which seemingly would affect the qualifications necessary to operate a computer repair business. The legislature included a provision in its revision which required computer repair personnel who performed investigations to be licensed as private investigators.  Specifically, the amendment reads in part:
“SECTION 4.  Section 1702.104, Occupations Code, is amended to read as follows: 
Sec. 1702.104.  INVESTIGATIONS COMPANY.  (a)
"A person acts as an investigations company for the purposes of this chapter if the person: 
(1) engages in the business of obtaining or furnishing, or accepts employment to obtain or furnish, information related to: 
(A) crime or wrongs done or threatened against a state or the United States;

(B) the identity, habits, business, occupation, knowledge, efficiency, loyalty, movement, location, affiliations, associations, transactions, acts, reputation, or character of a person;
(C) the location, disposition, or recovery of lost or stolen property; or       

(D) the cause or responsibility for a fire,  libel, loss, accident, damage, or injury to a person or to property;
[...]
(b) For purposes of Subsection (a)(1), obtaining or furnishing information includes information obtained or furnished through the review and analysis of, and the investigation into the content of, computer-based data not available to the public."

It is thought that computer repair personnel, in the course of their work -- particularly work relating to storage media -- might encounter situations encompassed by paragraphs (B), (C), and (D) of Section 4 (a) (1) of the statute.

In order to be licensed as a private investigations company an individual must either complete a degree in criminal justice or serve as an intern under a licensed private investigator for a period of three years. Performing investigations without such a license makes one liable to criminal penalties of up to one year in a county jail and a $4,000 fine, plus civil penalties of up to $10,000 for each offense. The Texas Private Security Board (TPSB), the state agency which regulates private investigators, has given some clarification about what constitutes an “investigation.” In an interpretation issued in August 2007, the Board stated that “content-based analysis” of computer files constitutes a “regulated service.” In January 2008, the Board issued a further clarification stating, “Computer repair or support services should be aware that if they offer to perform investigative services … they must be licensed as investigators.”


The Institute for Justice Texas Chapter (IJ-TX), formed in June 2008, filed in that same month a legal challenge to this statute claiming that it denies computer repair personnel the right to work in their chosen profession, that it is overly broad, that it violates the Texas Constitution’s guarantee of freedom of speech (since companies not licensed as private investigators are forbidden to offer an opinion about the significance of computer data they acquire), and  that consumers are forbidden to contract with computer repair companies that they know are not licensed as private investigators.


The author of the statute, Texas  State Representative Joe Driver (Republican, Garland), has said that the lawsuit filed by the IJTX was nothing more than a publicity stunt intended to bring attention to a new advocacy organization. He commented further that a technician who is doing nothing more than retrieving data from a crashed hard drive would not be affected by the law. He said it would only apply to people who dig deeply into the data and analyze it to get "deep into people's personal lives."
 But Kerry Weikel, a technician at the Computer Clinic in Kerrville, Texas, is still concerned about what might be construed as an investigation. He says: “We’ve been involved in some investigations with the sheriff’s investigators looking over our shoulders while we work. That kind of stuff happens. If they needed someone with a PI’s license, they wouldn’t have gotten it done. Sometimes you get a spouse coming in wanting to know what the other spouse is doing on the computer. And you have companies who might want to investigate because they’re worried someone within their organization is sending information to their competitors.”

Questions:

1. Distinguish between the legal issues and the ethical issues in this case.

2. How would you deal with the ethical issues identified in the question above?
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