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      This case is derived from a news article published in the Gainesville [Florida] Sun on August 1, 2008.
  A woman from Hialeah, Florida, had driven to Gainesville on July 4, 2008, to visit friends. She had a laptop computer with her and complained to her friends that the computer had been running slowly. The friends introduced her to a Gainesville man, who shall be known here as “Tom.” These friends knew that Tom was skilled at fixing computer problems. The woman left her laptop with Tom overnight and picked it up on July 5. After that, the woman noticed that whenever she approached the computer, a light on it was activated. The light indicated that an add-on camera on the computer had been turned on, but the woman didn’t understand this at the time. She also noticed that the computer’s battery life was markedly shorter than usual.
      The woman consulted a friend who worked in the information technology field about these issues. This friend inspected the computer and discovered that Tom had installed software on the woman’s laptop without her permission. The software allowed pictures to be taken of people in the near vicinity of the laptop. It also allowed these pictures to be transmitted to a server in another country and be viewed remotely over the Internet… in this case, by Tom. 

         It is interesting to note that this same software could have been installed by a virus and the photo files could have been shipped out of the country by an anonymous untraceable service. This is possible, but fortunately it is not yet common.
 

      A Gainesville Police Detective said that Tom’s activities allowed him to export and view more than 20,000 pictures of the woman who owned the laptop while she was in various stages of undress. Tom’s activities were considered to be criminal and so he was arrested. In this case, however, we are more concerned with the ethics of this matter rather than the laws concerning it.
      The woman’s privacy would seem to be the primary concern here. Tom clearly violated it by installing his “peeping Tom” software without the woman’s permission. But, beyond the blatant invasion of privacy involved in this case, could there be any occasion where this software might be put to an ethical use? The detective mentioned above said that Tom had ties to a website that sells this software purportedly as a means for catching cheating spouses or checking to see if babysitters are drinking on the job. With this in mind, answer the following questions.
Questions:

1. Do you feel that the types of uses mentioned in the above paragraph for the software that Tom installed on the woman’s laptop would make it ethically appropriate for it to be offered for sale on the Internet without any qualification? Why or why not?
2. If you agree that private detectives may be ethically hired to investigate cheating spouses, how is their activity essentially different from use of the software mentioned in Question 1?

3. Of the philosophies of Idealism, Realism, Pragmatism, and Existentialism, which one do you feel controls your answers to the above questions? Explain.
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� This information was provided in an email to the author by John Halleck of the University of Utah, on August 7, 2008.
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