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The general rule concerning use of e-mail in the workplace is that employees should have no expectation of privacy. That is, they should expect that employers may monitor their use of company e-mail to be sure that they are using it appropriately (i.e., using it for company business). But what if an employee did not send all of his or her e-mail through the company’s e-mail system, but rather sent personal mail through a commercial provider such as Yahoo! Mail, using the company’s computer only as a portal? Such is the situation detailed in the following-cited complaint filed in a Federal District Court case on May 8, 2008.


Scott Sidell, who had been the chief executive officer of Structured Settlement Investments (SSI), claimed in the complaint that he was fired without cause by Harvey Hirschfeld and Richard Palma in August 24, 2008. During his employment with SSI, Sidell had two e-mail accounts, one was a personal Yahoo! Mail account and the other was a Microsoft Office Outlook account which was provided by his employer and which he used for business purposes. Sidell claimed that at no time did he authorize his superiors to access his personal Yahoo! e-mail account nor did he provide them with his password.

After he was fired, Sidell returned to his office to gather his personal effects. In his rush to do so, he neglected to turn off his computer. Apparently, his personal account remained active on his office desktop so that it could be accessed without using his password for a period of up to two weeks.


Unaware that his personal e-mail account remained open in his former office, Sidell continued to use his personal account from his home after he was terminated. He used this account to communicate with, among others, his attorneys concerning strategies in his case regarding his termination without cause. In his complaint, Sidell alleges that his superiors intercepted and read his private e-mails on his former office computer. 

Richard Palma, chief operating officer for SSI, filed a statement with the court claiming that Sidell had returned to the office after being terminated and had used another employee’s computer to send trade secrets and confidential company information to Sidell’s personal e-mail account. This could constitute violation of a provision in his contract prohibiting Sidell from competing against SSI for three years after leaving the company. However, if SSI had indeed learned of this alleged breach of contract while improperly reading Sidell’s personal e-mail, such action would support Sidell’s complaint.

Questions:

1. Was it ethical for Sidell’s employers to access his personal Yahoo! e-mail account without his permission while it was open on his desktop computer? Give reasons for your answer.
2. Regardless of how you answered Question 1 above, do you think it was ethical for Sidell’s employers to consult Sidell’s e-mails to his attorneys in his personal Yahoo! Mail account regarding strategies in his arbitration claim against SSI? Give reasons for your answer.
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