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In March, 2009, two separate Internet investigative organizations issued technical reports about a massive international cooption of computers that took place over a three-year period (2007 – 2009). These reports came to strikingly different conclusions concerning who was responsible for the cooption. Such differing conclusions illustrate the problem of “attribution,” that is, the problem of determining what should count as valid evidence for the identity of the cooptors in such a case. As John Markoff of the New York Times reports, “Cyberforensics presents immense technical challenges that are complicated by the fact that the Internet effortlessly spans both local and national government boundaries. It is possible for a criminal, for example, to conceal his or her activities by connecting to a target computer through a string of innocent computers, each connected to the Internet on different continents, making law enforcement investigations time consuming or even impossible. The most vexing issue facing both law enforcement and other cyberspace investigators is this question of ‘attribution.’”
 This paper will examine the question of attribution by analyzing the two technical reports mentioned above.

The first report is entitled “The snooping dragon: social-malware surveillance of the Tibetan movement.”
 It was authored by Shishir Nagaraja and Ross Anderson of the Cambridge University Computer Laboratory in the United Kingdom in March, 2009. 


As the title of the report suggests, the focus of this investigation was on the technical details of an attack on computers in the Office of His Holiness the Dalai Lama (OHHDL) located in Dharamsala, India.  The attack was accomplished using a sophisticated phishing scheme in which malicious software was attached to emails addressed to monks working in the OHHDL. Once these attachments were opened, software was installed on the computer to cover up the break-in and to transfer files off the infected computer onto control servers in an area of China where a Chinese intelligence section was located which monitored the Tibetan movement and the OHHDL.  

The conclusion of the report states: “In this note we described how agents of the Chinese government compromised the computing infrastructure of the Office of His Holiness the Dalai Lama.” 
 The authors seem to make this attribution of the attackers’ identity largely, if not solely, on the location of the control servers. They do this despite their statement: “In fact, even a capable motivated individual could have carried out the attacks we describe here.”


The second report is entitled “Tracking GhostNet: Investigating a Cyber Espionage Network.”
 It presents a much more detailed report of the same cooption of the OHHDL and other Tibetan movement targets than does the first report. This second report indicates that the infection of computers was not limited to OHHDL and the Tibetan movement, but rather that at least 1,295 computers in 103 countries were infected.

The second report comes to the following conclusions regarding attribution of the identity of the attackers: 1) There is only circumstantial evidence that the attacks were carried out by the Chinese government. Rather, the authors of this report assert that we cannot be sure of the identity or purpose of the attacks nor of the type of data that was gained from them. 2) It is possible that the infected computers were just a random set that happened to include high profile targets of strategic interest to the Chinese government and that they were attacked by one or more individuals with no political agenda. 3) It is also possible that these computers were attacked for reasons of profit, with hopes of the sale of data gained from them to third parties. 4) Finally, it is possible that these infected computers could have been targeted by a state other than the People’s Republic of China, operating through proxy infected computers located inside China, with the hope of misleading people regarding the true identity, location, and purpose of the attackers.

QUESTIONS:
1. Which report’s views on attribution make more sense to you, those in the first report or those in the second report? Explain.
2. Given the reflections on attribution provided in the second report, do you think that the attribution of an attack/cooption could ever be guaranteed? Explain.
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