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Seldom has a computer-related case involved so many technical, legal, and ethical considerations as has the Green Dam – Youth Escort case. This case takes its name from the software originally required by the government of the People’s Republic of China to be installed on all personal computers sold in China after July 1, 2009. The word “Green” in the name of the software indicates the color associated by the Chinese with a morally pure Internet environment. “Youth Escort” is meant to indicate protection of young people against pornography while they are surfing the Web.
Purpose of Green Dam – Youth Escort Software

On May 19, 2009, the Ministry of Industry and Information Technology (MIIT) of the People’s Republic of China issued a “Notification Regarding Requirements for Pre-Installing Green Filtering Software on Computers.” This was sent to all computer manufacturers selling computers in China. It stated that, beginning on July 1, 2009, computers sold in China must have the Green Dam software – which had been leased by the government -- pre-installed on them.
 

On June 30 – the day before the July 1 deadline – the MIIT delayed its mandate for installing the Green Dam software. It gave as the reason for the delay that some manufacturers were having difficulty in meeting the deadline. Some commentators thought this was the Government’s way of saving face while withdrawing its mandate. It soon became clear, however, that the delay was not meant as a de facto revocation of the mandate. An anonymous MIIT official said: “The government will definitely carry on the directive on Green Dam. It’s just a matter of time. What will happen is that some PC manufacturers will have it included with their PC packages sooner than the others. But there is no definite deadline at the moment.”


The Green Dam software was provided ostensibly for the purpose of preventing youth from viewing pornography on the Internet. It does this by using a list of keywords and by image recognition. However, The Epoch Times reports that it does far more than this: 

The [Chinese] regime says Green Dam can block pornography, filter illicit        

            content, control web surfing time, and check browsing records. In fact, the  

            software is capable of blocking politically sensitive websites, filtering out 
            content based on a list of keywords, recording keystrokes and passwords,  

            taking screenshots every 3 minutes, and recording all of the websites 
            visited along with all of the user’s other internet activity. Computer hackers 
            in China have cracked open Green Dam’s keyword library and 
            administrative codes. According to the information produced by these   

            hackers, Green Dam has 2,700 keywords relating to pornography,  and 
            6,500 politically sensitive keywords. While these keywords include 
            references to the Tiananmen Square massacre and Tibet, the great 
            majority of the keywords refer to Falun Gong, the spiritual practice the 
            Chinese regime banned and began persecuting in 1999.
 
Security Concerns

In addition to concerns about censoring, there are concerns about a number of security vulnerabilities in the software. A team of three computer scientists at the University of Michigan analyzed the Green Dam software and reported: “Once Green Dam is installed, any web site the user visits can exploit these [programming] problems to take control of the computer. This could allow malicious sites to steal private data, send spam, or enlist the computer in a botnet. In addition, we found vulnerabilities in the way Green Dam processes blacklist updates that could allow the software makers or others to install malicious code during the update process.”4
Effectiveness of the Software


The complaint has been voiced that the software does not perform as advertised. It sometimes screens out certain images such as Garfield the Cat which, because of the animal’s color, is interpreted by the software to be a pornographic image.5 It also screens out such pictures as a woman shown with her back exposed getting a massage on MySwitzerland.com, the official website of the Swiss tourism organization. On the other hand, the software does allow other sites to be viewed which are clearly pornographic.6
Copyright Concerns


There are at least two copyright-related matters arising from the Green Dam software. The first relates to use of programming code without a BSD license (i.e., a permissive free software license). This license is required to be displayed when OpenCV code is reused -- as it appears to have been in this software -- but Green Dam displays no such license.7 The second concern is a suit by a small software company in California named Solid Oak Software which claims some of its code has been stolen by the developer of Green Dam, the Jinhui Computer System Engineering Company. Solid Oak is suing computer PC manufacturers Sony, Lenovo, and Acer who have started shipping computers containing the Green Dam software in China. Since these manufacturers also sell in the United States, Solid Oak can file suit in the U.S. rather than in China.8
Responses of the U.S. Government and Global Manufacturers

U.S. Secretary of Commerce Gary Locke and U.S. Trade Representative Ron Kirk intervened in this case on June 24, 2009, by sending letters of appeal to the Chinese government. These letters said that the U.S. government was seriously concerned about the scope of the mandate, the censorship implications, the trade impact, and the security flaws which would create serious problems for the Information Technology industry and Chinese consumers.9

Representatives of twenty-two global industrial and business associations wrote a letter on June 26, 2009, to Wen Jiabao, Premier of the People’s Republic of China, urging him to reconsider implementing the Green Dam requirement. The letter cited much the same concerns as had Locke and Kirk in their appeal two days earlier.10

After the Chinese government delayed implementation of its Green Dam mandate on June 30, 2009, Ed Black, President of the Computer and Communication Industry Association issued a statement saying: “This shows that when US trade officials get involved, they get results. Internet censorship is a widespread problem and for too long companies have been left on their own to negotiate with other nations. Companies don’t want to be caught in the middle. It’s hard for individuals and companies to fight governments. You need governments to fight governments.”11

 Despite the decision by the Chinese government to delay implementation of the Green Dam mandate, a number of computer manufacturers still shipped the Green Dam software on computers sold in China as the government had originally ordered. These manufacturers included Acer, Asus, and BenQ (all based in Taiwan), Sony (based in Japan), and Haier and Lenovo (both based in the People’s Republic of China).12 Sony’s shipments included a disclaimer that said it was not responsible for the authenticity, legality, and functionality of the Green Dam software.13
Response of Chinese Computer Users

Despite pressure on the Chinese government from a number of sources, it is perhaps the Chinese computer users themselves who are most responsible for the government’s decision to delay implementation of its mandate. Edward Yu, president of Analysys [sic] International, an Internet research company in Beijing, said: “We think this is a result of the efforts of all the parties, but we think public opinion played an even more important role than the others.”14 David Wolf, president of Wolf Group Asia, a technology marketing consultant in Beijing, said: “This is a milestone in the growing role the broader public has in forming policy decisions. The Chinese government is getting very comfortable with listening to voices online and saying, ‘There’s our feedback.’”15 


Speaking of online feedback, I will conclude the background on this case with a quote from a posting directed at the government by a group of anonymous Chinese Internet users: “We are the Anonymous Netizens. We have seen your moves on the Internet. You have deprived your netizens of the freedom of speech. You have come to see technology as your mortal enemy. For the freedom of the Internet, for the advancement of Internetization, and for our rights, we are going to acquaint your censorship machine with systematic sabotage and show you just how weak the claws of your censorship really are.”16
QUESTIONS:

1. Prioritize the top three ethical problems that you perceive to be raised by the Green Dam – Youth Escort case. Give reasons for your priorities.
2. Article 12 of the Universal Declaration of Human Rights states: “Everyone has the right to freedom of opinion and expression; this right includes freedom to hold opinions without interference and to seek, receive and impart information and ideas through any media and regardless of frontiers.”17 Do you agree with the Anonymous Netizens quoted above that the requirements regarding installation and use of the Green Dam software violate both the letter and the spirit of this Article? Why or why not?
3. Assuming that the delay in implementing the Green Dam mandate is not permanent, give your reaction to the following observation: “With the new compulsory measures [concerning the installation of Green Dam software], Internet censorship has taken on an ominous new quality. Hitherto it has been mainly the network providers [ISPs] which cooperated with the censorship policies of Chinese authorities, but now each single user is to be in the immediate power of the authorities, because this new software allows the censors to access the personal data of every Internet user and to block the computer with viruses.”18
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